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Model Driven Engineering

De nition

I Process based on abstract representations for a given domai
(domain model)

I Notion of patterns

I Should enhance team working and exchanges between clients

|/ system-level teams and development teams

v

UML and SysML

I MDE is commonly based on UML pro les
I Proles de ned at OMG's (e.g., SPT, MARTE, SysML)
I Pro les de ned by tool vendors (e.g. in Rhapsody, Artisan)
I User-de ned and company-de ned models
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A Multi Pro le Platform: TTool

TTool
I Open-source toolkit mainly developed by
Telecom ParisTech
I 8 UML pro les
I DIPLODOCUS, AVATAR

I Support from academic (e.g. INRIA) and
industrial partners (e.g., Freescale)

Lightweight, easy-to-use toolkit
Simulation with model animation

Formal proof at the push of a button
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The DIPLODOCUS UML Pro le

I Partitioning
[ Finding the be;_t SW/HW  gnuiation A,',’.'Z,'.f.‘;i‘i',".‘;" Aﬁﬂ:ﬁﬁ:‘;’e
function repartition Static

Y

I Follows the Y-Chart approach \Tappmg /
I Ultra-fast simulation and

veri cation

I Up to 100 times the real-time Simulation
execution analysis

I Variable simulation coverage

DSE
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AVATAR in a Nutshell

Former contribution: TURTLE (1999)
I Formally de ned UML pro le (RT-LOTOS, UPPAAL)

I Enhanced with requirement (2006), analysis (2003) and
deployment phases (2006)

AVATAR (2010)
I SysML environment supporting all methodological phases
I Graphical capture of properties
I Integrated simulation
I Safety andsecurity proofs at the push of a button
I C-POSIX code generation
I TURTLE is now deprecated!
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Requirement Capture

I SysML Requirement Diagrams

I Specialization for security-related requirements (e.qg.,
con dentiality, privacy, etc.)

I Modeling assumptions inside notes

Z=Security Requirements = Y
Rematesecunity, Modleling assumptians
°=0 1
The controller never fails
None of the devices connected to the cantraller ever fails
The aven is correctly initialized
The oven is permanently connected to 220V AC

= <Security Requirements» —Secunity Requiremente >
Confidentiality OfRemoteCommand AuthenticityOfRemoteCommand | There is no petin the oven during operarion

shall be secure’
Kind="Functional"

D=0 y ;
Text="Data sent by the remote control Text="Data received wirelessly by the aven A sensor attached 1o the door enables detection of "open door”.
crovave shall remain confidential have been sent by the ©

onfidentialiny’ ”

ontrol
ata origin authenticity”
ight

< <R > 2 Tverily >
Z=Froperiye
Contigantialitypragmal Authentiitybragm
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Attack Trees

I Represent all possible attacks on
the system
I And relations between those
attacks: OR, AND,
SEQUENCE, BEFORE,
AFTER, etc.

I SysML Parametric Diagrams

Ludovic Apvrille

<< blocks
InDwenCommunication

<< AtACK: >
CorruptorfFakemessage

< -<altack> >
AttackerlnjectWrongFirmwareOnThelomainBu [

| << ATACK: >
xploitvulnerabilityOrlmplementationErro

<< Atacks >
HijackingTheRemotesession

<< attacks >
ManinTheMicdleAttack
<< ATACK: >
RemoteControlProtacolvulnerabilir I
<<attack> >
BusProhing

AVATAR
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Use Cases

I System boundary, actors, and main functions (use cases)
provided by the system
I And high-level links between use cases

I SysML Use Case Diagrams

Software of the Microwave Owen and of its remote control

< CALTOrE >
Magnetron actuator| <xinclydes >

< <includes

P <<im(|hde>>
B '
< ACtOrE s Ringing kell

Bell actuator,

< CALTOrs =
Doar sensor|

Door management

|
< < incjude:
Starting heating ™, - -
Duration selection
ST
Starting with button tarting with remaote control

< <ACtorsx
Control panel

< CALTOrE >
wireless interface of the microwave

< CATOrE >
wireless interface of the remate contral

AVATAR




Introduction

AVATAR: From Requirements to Prototyping Eﬁgr}');gﬂems

Design

Main Functioning Modes

I ldentify various system
functioning modes

I Represent relations between [resronsin

functioning modes
I Sequence, choice, preemption,
parallel
I (Slightly extended) SysML
Activity Diagrams

Ludovic Apvrille AVATAR
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FematelyCantrollecdStart

Aw

CloseDoaor

sd
Heating

s ]
OpenDoorDuringHeating
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Scenarios

I Identify a speci c trace of the system
I SysML Sequence Diagrams

CioorSensor CoorDriver Controller MagnetronDriver Magnetronsctuator
openi)
doordpened(]
stopMagnetrong

[magnet onISOn]
turnOff{

[sa\mRemainingHea{ingT\me]

closef) [E d]

doorClose()
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Design: Architecture

I SysML Block De nition and Internal Block Diagrams

I Block = attributes, methods, infout signals, behaviour
<<block=>
MicroaweOven q‘
~ in remoteStartiint value) <<blocks > &
. Wirelessinterface <<hlock:> q‘
in remateStart aut remoteStan [ oo aessage: e —
SPSKiKew, S L  pomer = 0 Integer
- selectedDuration : Integer; n stophpy- POl = 1. LGS,
~ Message encryptiMessage msg, Key ki i ;::W[[J]
<<blocks> &
ControlPanel

— duration = 5 . Integer,
~ It LEDON0
~in LED0TF0
~ out startButtonlint duration

e <<block>> 8
ut startBytton Controller

— duration =5 : Integer;

— remainingTime = 0 : Integer;
- in start(int duration)

~in closed(y

- if open

- oyt ringBelll

- out starthagnetron()

~ oUt stopMagnetroniy

- out startCooking()

- out stapCooking()

rt Cooki
aut 3topCooking]
in start

ut startMagnetron
out stophagnetron

<<block> > &

out ringgell
Doar.

ting

<<block> >
Bell S

~in ringly

~aut clesedl
~ out openly
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Detailed Design

start(duration) ‘

Heating

remotestanduration |

I Block's behaviour is
described in terms of
SysML State Machine

Diagrams ater (v |
remainingTime =duratian, ki almngT\mE:rlema'JIm 'th‘mE(]'l
I Non deterministic choices [repmagreren i
I Non determlnIStIC [remainngTime=01 | dooningTime= <0 | HeiBaartet
after (1,1
temporal Operators remainingTime = rEma\mng‘I\me il

stopMagnetron():

ringBell(] startMagnetron()
[
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Property Modeling

<<hlodcks >
_ e *
< <attribute: >

remainingTime
loggle

I Customized Parametric Diagrams (TEPE)
ringBell

| Based on basic pragmas

I Con dentiality of a block attribute
I Authenticity of interconnected block signals

< <equation: > |
emainingTime= =

i)
<< property> >
Reqgz
lveness

#Confidentiality RemoteControl. duration
#Authenticity RemoteControl.SendingRemotedrder. msg 1 Wirelessinterface. gotwirelessdrder. msgz2

#nitial CommonkKnowledge RemoteContral. PSK Wirelessinterface. PSK

Ludovic Apvrille AVATAR 17 of 24



Introduction
AVATAR: From Requirements to Prototyping Esg;\'{‘:ﬁmems
Design

Simulation

Simulation information
Status: Stopped Time: 126 nb Of transactions: 2826

Commands

[ Cantrol [ Save trace

I Integrated in TTool ot st | | T e — o —

i . i asaein [—l| Vemntegnntm': int {%(gl_?data 7 _

I MOdeI animation in Block Controller: Empty trans{~| :Eog::;:’i[:‘g(\rq :QE Iaurio?a ||

h:. n|n(kunl“,4nzml (ransﬂjgaj?_“ Contraller int |duration =

| Breakpoints, step, =1 e

_____________________ apnEton __ ________Dgur ________WirElEriiertace (o

backstep, reset, N

introspection of
block variables, etc.
open(

I Simluation traces oy
are displayed as [FaraBsaicasH
SysML Sequence (Faeortar]

clospd()

Diagrams e

starthagnetron_starth

Cooking
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Formal Veri cation

Push button approach, both for safety and security propesi

UPPAAL based ProVerif based

Verify with UPPAAL: options
[[] search for absence of deadock situations
[¥] Reachability of selected states

Execution

) Execute ProVer

] Liveness of selected states ackages/proverif/praverif -in pi

[] Custom verification
cfswm foitiulagen [_| Show output of ProVerif
[[] Generate simulation trace

[] show verification details

Select options and then, click on 'stant’ to start gef
Session id on launcher=1 duration
Sending UPPAAL specification data
Non Confidential Data:
Reachability of: Controller.Send signal: ringBell()
-> property is satisfied

Liveness of: Controller.Send signal: ri
-> property is NOT satisfied
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Prototyping

I C-POSIX code generation from design
I Compiled and executed on localhost (e.g. Windows, MacOS,
Linux)
I Prototyped with the SocLib + MutekH platform

SoClib/MutekH

I SoCLib = virtual prototyping platform (LIP6)
I Many microprocessors supported (MIPS, ARM, PowerPC, etc.)

I Embedded Operating System = MutekH
I Transaction Level Modeling or Cycle Accurate Bus Accurate

I Code is rst cross-compiled for the selected microprocesso

I Then, execution of: SocLib, MutekH, application

I Performance metrics (traces)
I Easy debugging (gdb: step by step execution, etc.)

Ludovic Apvrille AVATAR 20 of 24



Introduction

AVATAR: From Requirements to Prototyping REGUIEEE

Prototyping with SoCLib
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Conclusions

TTool = Open-source solution for MDE
I Academic and industrial involvement on TTool
I Many success stories (e.g., Freescale, EVITA)
I Used for teaching activities

AVATAR
I Integrated simulation
I Formal proof at the push of a button

I Safety proof (UPPAAL)
I Security proof (ProVerif)

| Easy-to-use virtual prototyping
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Website, Publications

TTool website: http://labsoc.comelec.enst.fr/ttool/

Under google: "TTool"
How to install TTool, tutorials, these slides, etc.
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